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Are you aware of all your legal responsibilities 
when it comes to protecting customer data?
When regulatory changes affect your business, we’ll make sure 
you have all the resources you need to keep your team 
informed and compliant.

What steps are you taking to safeguard your 
business from the threat of a data breach?
We can help you implement internal controls to reduce the 
chance of a costly data breach. 

Do your employees know the role they play in 
managing technology risks?
Employees are essential to your security and risk management 
efforts. Use our employee communication resources to educate 
your staff on the important security role they play.

(855) 874-4677
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Prepared by TPG Insurance Services
This data breach response policy is a guideline only. It is not meant to be exhaustive or construed as legal advice. Consult your legal counsel to address possible compliance requirements. You should 
customize a policy for your own company use. © 2011 Zywave, Inc. All rights reserved.

POLICY

Data Breach Response
 

Purpose
This policy establishes how  will respond in the event  a data breach, and also outlines an action plan that will be used to investigate 
potential breaches and to mitigate damage if a breach occurs. This policy is in place to both minimize potential damages that could 
result from a data breach and to ensure that parties affected by a data breach are properly informed of how to protect themselves.

Scope
This policy applies to all incidents where a breach of customer or employee personal identifying information is suspected or confirmed. 

DEFINITIONS
Personal Identifying Information (PII) – information that can be used to distinguish or trace an individual’s identity. PII includes, but is 
not limited to, any of the following:

 Social Security numbers

 Credit card information (credit card numbers – whole or part; credit card expiration dates; cardholder names; cardholder 
addresses)

 Tax identification information numbers (Social Security numbers; business identification numbers; employer identification numbers)

 Biometric records (fingerprints; DNA; or retinal patterns and other measurements of physical characteristics for use in verifying the 
identity of individuals)

 Payroll information (paychecks; paystubs)

 Medical information for any employee or customer (doctor names and claims; insurance claims; prescriptions; any related personal 
medical information)

 Other personal information of a customer, employee or contractor (dates of birth; addresses; phone numbers; maiden names; 
names; customer numbers)

Breach – any situation where PII is accessed by someone other than an authorized user, for anything other than an authorized 
purpose.

POLICY GUIDELINES

Upon Learning of a Breach
A breach or a suspected breach of PII must be immediately investigated. Since all PII is of a highly confidential nature, only personnel 
necessary for the data breach investigation will be informed of the breach. The following information must be reported to appropriate 
management personnel:

 When (date and time) did the breach happen?

 How did the breach happen?

 What types of PII were obtained? (Detailed as possible: name; name and social security; Name, account and password; etc.)

This is a sample document provided by TPG Insurance Services
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This Coverage Insights is not intended to be exhaustive nor should any discussion or opinions be construed 
as legal advice. Readers should contact legal counsel or an insurance professional for appropriate advice. © 
2011, 2014 Zywave, Inc. All rights reserved.

Technology Professional 
Liability: Errors and Omissions 
Coverage
Every business has unique risks that can seriously harm 
an organization’s operations if not properly protected 
against. As a business utilizing technology to produce and 
deliver products and/or services, it’s important to 
recognize and take precautions against risks that your 
commercial general liability (CGL) coverage doesn’t 
include. Technology professional liability coverage, also 
referred to as tech errors and omissions (E&O), is 
essential for companies using technology because it 
addresses a lack of protection in CGL policies, which 
typically do not cover claims of third-party financial 
harm.

Who needs Tech E&O Coverage?
Not only technology industry businesses have 
technology-related risks. Most companies today utilize 
technology in some part of providing a service or product 
and need to take the necessary precautions. To ensure 
your company is covering all bases, a full risk 
management assessment is needed.

What does Tech E&O cover?
Tech E&O manages risks, resulting from providing a 
product or service to a third party that are not covered 
by a CGL policy. Specifically, tech E&O protects your 
business in the event that a third party suffers a financial 
loss due to your product or service not performing as it 
was intended or expected, including the event of an error 
or omission committed by your company. These policies 
also cover defense costs in the event of litigation.

Tech E&O coverage would apply in the following 
situations:

 A mistake was made and an error in the code of a 
website or program your company produced isn’t 
found before it is implemented. A third party 
depends on this product or service to operate its 
business and its operations are stalled due to the 
error, causing them a financial loss.

 A part your company produces is installed in a piece 
of equipment. After a short amount of time, the 
component simply stops working, causing the 
equipment to fail to work, but otherwise not 
damaging anything or hurting anyone. The third 
party that relies on this equipment for its business 
has to stop operations and suffers a financial loss.

 An employee of your company recommends that a 
client make an adjustment to its network. The client 
follows the advice and its network crashes as a 
result, causing a time and financial loss for its 
operations.

In all of these cases, CGL coverage would not cover a 
claim or any costs of litigation because of the presence of 
an error and the lack of resulting physical damage to the 
third party’s property. It should be noted that tech E&O 
policies usually exclude product recall, but some will 
accept damages for loss of use of a failed product.

This is a sample document provided by TPG Insurance Services
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Provided by TPG Insurance Services

This Risk Insights is not intended to be exhaustive nor should any discussion or opinions be construed as legal advice. Readers should contact legal counsel or an insurance professional for appropriate advice. 
© 2011 Zywave, Inc. All rights reserved.

The convenience of using computers is 
accompanied by many risks. 
Companies must respond by 
preventing, detecting and responding 
to cyber attacks through a well-
orchestrated cyber security program.

Precautions for Better Cyber Security
Business operations in the technology industry revolve 
around the functionality of computers, network 
connections and the Internet. It’s no secret that with 
computer use come many risks, including damaging 
viruses, hackers, use of your system to attack others or 
use of sensitive data to steal identities or other illegal 
actions. As a result, companies must respond by 
preventing, detecting and responding to cyber attacks 
through a well-orchestrated cybersecurity program.

Get Familiar with Risks
The first step in protecting your business is to take notice 
of the multitude of cyber risks.

Hackers, attackers and intruders
These people seek to exploit weaknesses in software and 
computer systems for their personal gain. Although their 
intentions are sometimes benign, their actions are 
typically in violation of the intended use of the systems 
that they are exploiting. The results of this cyber risk can 
range from minimal mischief (creating a virus with no 
negative impact) to malicious activity (stealing or altering 
data).

Malicious code (viruses, worms and Trojan horses)
Viruses: This malicious code requires a user to take 

action to let into the system, such as open an 
email attachment, download a file or visit a 
webpage.

Worms: Once released, this code reproduces and 
spreads through systems on its own. They 
usually start by exploiting a software flaw. Then, 
once the victim’s computer is infected, the 

worm will attempt to find and infect other 
computers through a network.

Trojan horses: This disguised code claims to do one 
thing while actually doing something else (a 
program that claims to speed up your computer 
system but is actually sending confidential 
information to a remote intruder). 

Risk Management Planning
To reduce your cyber risks, it is wise to develop an IT Risk 

Management Plan at your organization. Risk 
management solutions utilize industry standards and 
best practices to assess hazards from unauthorized 
access, use, disclosure, disruption, modification or 
destruction of your organization’s information systems. 
Consider the following when implementing risk 
management strategies at your organization:

Create a formal, documented risk management plan that 
addresses the scope, roles, responsibilities, compliance 
criteria and methodology for performing cyber risk 
assessments. This plan should include a

This is a sample document provided by TPG Insurance Services
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This Cyber Risks & Liabilities document is not intended to be exhaustive nor should any discussion or opinions be construed as legal advice. Readers should contact legal counsel or an insurance professional for 
appropriate advice. © 2012 Zywave, Inc. All rights reserved.

Understanding and Preventing Data Breaches
What do Target, Nieman Marcus and Apple have in 
common? All these companies were victims of a data 
breach in 2013, totaling millions of stolen records that 
include personal information such as Social Security 
numbers, credit card numbers and bank account 
numbers.

If your company handles critical assets such as 
customers’ personal data, intellectual property or 
proprietary corporate data, you are at risk of a data 
breach. It doesn’t matter if you are a Fortune 500 
company or a small “ma and pa” shop—cyber thieves 
are always looking for their next score. It is often 
assumed that smaller businesses can escape attention 
from cyber crooks, but according to Verizon 
Communication’s 2013 Data Breach Investigations 
Report, 31 percent of data breaches were at companies 
with 100 or fewer employees. No company of any size is 
completely safe from a data breach.

Data Breach Basics
A data breach is an incident where private data is 
accessed and/or stolen by an unauthorized individual. 
Data can be stolen by a third party, such as a hacker, or 
by an internal actor (perhaps a disgruntled or recently 
fired employee).

According to the Ponemon Institute’s Cost of Data 
Breach Survey, the average per record cost of a data 
breach was $201 in 2013, and the average 
organizational cost of a data breach was $5.9 million.

Data Breach Prevention Techniques 
To reduce the chance for a data breach, it is wise to 
develop an IT risk management plan at your 
organization. Risk management solutions should 
leverage industry standards and best practices to assess 
hazards from unauthorized access, use, disclosure, 
disruption, modification or destruction of your 
organization’s information systems. Consider the 

following when implementing risk management 
strategies at your organization:

 Create a formal, documented risk management plan 
that addresses the scope, roles, responsibilities, 
compliance criteria and methodology for performing 
cyber risk assessments. This plan should include a 
description of all systems used at the organization 
based on their function, the data stored and 
processed and importance to the organization.

 Review the cyber risk plan on an annual basis and 
update it whenever there are significant changes to 
your information systems, the facilities where 
systems are stored or other conditions that may 
affect the impact of risk to the organization.

Not all companies have the resources to create and 
implement a fully customized plan. However, there are 
many simple, cost-effective steps any business can take 
to help prevent a data breach.

 Never give sensitive information like Social Security 
numbers or credit card numbers out over the phone 
unless you can verify the identity of the person on 
the other line.

 Shred all credit reports and other sensitive data 
before disposal.

 Educate employees about phishing and pharming 
scams. Remind them not to click on anything that 
looks suspicious or seems too good to be true.

 If your company doesn’t have an IT department, hire 
an outside company to set up the proper security 
measures for your computer network.

 Always monitor credit reports and other financial

Courtesy of
TPG Insurance Services
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Prepared by TPG Insurance Services
This Employee Social Networking Policy is a guideline. It does not address potential compliance issues with Federal, State or local OSHA or any other regulatory agency standards. Nor is it meant to be 
exhaustive or construed as legal advice. Consult your licensed commercial Property and Casualty representative at TPG Insurance Services or legal counsel to address possible compliance requirements. 
© 2009, 2011 Zywave, Inc. All rights reserved.

POLICY

Online Social Networking
 

Statement of Philosophy
Our company is committed to maintaining a good relationship with employees and with the public. If  sustains a positive reputation and 
excellent image in the public eye, it directly benefits the company as a whole in addition to putting you in an advantageous situation as 
an employee. The way the public views  is vital to promoting business, gaining new business, retaining first-class employees, recruiting 
new employees and marketing our products/services. 

While  has no intentions of controlling employees’ actions outside of work, it is important that employees practice caution and use 
discretion when posting content on the Internet, and especially on social networking sites that could affect ’s business operations or 
reputation. This policy serves as a notice on the practice of social networking for all employees to read and understand.

Purpose
The purpose of the Online Social Networking Policy is:

- To guarantee a constructive relationship between the company and its employees.

- To reduce the possibility of risk to  or its reputation.

- To discourage the use of company time for personal networking.

- To ensure employees are aware of their actions while engaging in social networking, the number of individuals who can access 
information presented on social networking sites and the consequences associated with these actions

Definitions  

Social Networking
Defined as any activity that involves interaction in online communities of people. This interaction includes, but is not limited to, 
browsing other users’ profiles, browsing other users’ photos, reading messages sent through social networking forums and 
engaging in online communities’ instant messaging services.

Social Networking Sites 
Specific online communities of users, or any website that links individuals electronically and provides a forum where users can 
connect and share information. These websites can be general or tailored to specific interests or certain types of users. 
Examples of popular social networking sites include Facebook, Twitter, Google+, MySpace, LinkedIn, Foursquare and Tumblr. 
The list of domains that constitute social networking sites is ever-growing and changing because of the nature of the Internet.

Social Networking Profile 
A specific user’s personalized Web page within a certain social networking site, usually containing personal information such 
as name, birthday, profile photo, interests, etc.

Micro-blogging
The practice of publishing your recent whereabouts, thoughts or activities on a social networking site for other users to see. 
This is the main focus of social networking sites such as Twitter, but it also includes features like “status updates” on 
Facebook. 

This is a sample document provided by TPG Insurance Services
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SEC Releases Cyber Security Disclosure Guidance 
On Oct. 13, 2011, the Securities and Exchange Commission (SEC), Division of Corporation Finance released cyber 
security disclosure guidance for SEC registrants. These guidelines require publically traded companies to disclose 
cyber security risks and incidents in order to give investors greater insight into the nature of their investments. 

Current federal securities law requires the disclosure of timely, comprehensive and accurate information about risks 
and events that a reasonable investor would consider important to an investment decision. The new guidelines expand 
the information that should be disclosed to include material1 cyber security risks, attacks and incidents. 

While SEC guidance is not legally binding, the guidelines represent the views of the SEC Division of Corporation 
Finance, which determines compliance regarding legally binding SEC reporting requirements. Registrants that fail to 
make disclosures could be subject to various consequences, including shareholder suits and SEC enforcement actions. 

This TPG Insurance Services Regulatory Update provides an overview of the SEC’s Cyber Security Disclosure 
Guidance. Please read below for more information. 

CYBER SECURITY BACKGROUND 
Cyber security is defined as the body of technologies, processes and practices designed to protect networks, systems, 
computers, programs and data from attack, damage or unauthorized access. As companies increase their dependence 
on digital technologies, the risks associated with cyber security have also increased, resulting in more frequent and 
severe cyber incidents. 

Cyber security attacks and incidents can vary widely, including theft of financial assets, intellectual property, and 
sensitive information belonging to clients and customers. Repercussions of these attacks and incidents can include 
remediation costs, disruption of operations, increased litigation, increased cyber protection costs, and reputational 
damage. A recent study by Symantec and the Ponemon Institute shows that the average organizational cost for a 
data breach is $7.2 million, costing companies, on average, $214 per compromised record. 

OVERVIEW OF THE CYBER SECURITY DISCLOSURE GUIDANCE 
Disclosure of the Risk of Cyber Incidents 
Registrants should disclose the risk of cyber incidents if these issues are among the most significant factors that 
make an investment in the company speculative or risky. Registrants must evaluate and take into account all 
available relevant information, including the:

 Severity and frequency of prior cyber incidents; 
 Probability of cyber incidents occurring and the quantitative and qualitative magnitude of those risks;

1 Information is considered material if there is a substantial likelihood that a reasonable investor would consider it important in 
making an investment decision or if the information would significantly alter the total mix of information made available. 

This is a sample document provided by TPG Insurance Services
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Change it up
When investing, it’s 
important to diversify to 
reduce your risk in the 
market. When it comes to 
passwords, diversification is 
just as important. If you have 
the same password for more 
than one site, a hacker could 
have access to much or all of 
your personal data. 

This flyer is for informational purposes only and is not intended 
as medical or legal advice.

© 2012 Zywave, Inc. All rights reserved.

Our Password Rules
Helpful tips for keeping your identity and our data safe

Did you know that the average Internet 
user has 25 accounts to maintain? 
Despite the large number of accounts, 
those users only use an average of 6.5 
different passwords to protect them, 
according to a Microsoft study. With 
identity theft and data breaches an ever-
growing problem, it’s important to not 
only have a different password for each 
account, but to make those passwords 
easy to remember and hard to guess.

 has the following policies in place to 
ensure your passwords help protect your 
identity and keep our data safe:

1. Change your passwords every 90 
days. 
This might seem like a hassle at first, 
but hackers have a better chance at 
cracking your passwords if they 
never change. Also, don’t reuse 
passwords.

2. Passwords should be at least 
eight characters long.
Generally, the longer a password is, 
the harder it is to guess.

3. Don’t use the same password for 
each account.
Hackers target lower security 
websites and then test cracked 
passwords on higher security sites. 
Make sure each account has a 
different password.

4. Passwords should include 
uppercase letters and special 
characters.
Special characters include symbols 

like “#,” “*,” “+” and “>.” Get creative!

5. Don’t use names of spouses, kids, 
pets, etc.
All it takes for a hacker to crack 
passwords that include these things 
is a little research on social media 
sites like Facebook and Twitter.

6. Don’t use passwords that include 
bank account numbers, credit 
card numbers or birthdays.
Not only could hackers use these 
passwords to gain unauthorized 
access to our system, they could use 
these to empty your bank accounts 
or charge thousands of dollars to 
your credit cards.

7. Passwords should be easy to 
remember but hard to guess.
Think of an important event that has 
happened in your life and make a 
sentence out of it. Then, remove the 
spaces, turn a word or two into 
shorthand or intentionally misspell a 
word, and add significant numbers if 
there are none in the sentence. For 
example, if you adopted two golden 
retrievers in 2007, you might end up 
with “2goldenretreevers07.” 

We take data security very seriously 
here at  and you should, too. By 
using effective passwords, you not 
only protect yourself from costly 
identity theft, you help keep us 
profitable and running smoothly.

Be safe and healthy on the job at  with these helpful tips provided by TPG 
Insurance Services

This is a sample document provided by TPG Insurance Services
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From your safety partners at TPG Insurance Services

Toolbox Talks for 

THIS SAFETY MATTERS FLYER IS FOR GENERAL INFORMATIONAL 
PURPOSES ONLY, AND IS NOT INTENDED AS MEDICAL OR LEGAL 
ADVICE. © 2011, 2014 ZYWAVE, INC. ALL RIGHTS RESERVED.

Do Your Part to Keep Our Network Secure
At  we take all precautions for keeping our 
networks, equipment and data secure very 
seriously. Help us do so by following these 
guidelines.

Use Built-in Protections
Don’t disable or try to breach our company-
wide firewall, anti-virus and anti-spyware 
programs. They have been activated on all of 
our machines to protect our company’s 
equipment and processes. Disabling or 
deactivating these programs is in violation of 
’s safe computer use policy. If the use of 
these protections inhibits your workflow in any 
way, let your supervisor know and they can 
work with IT to find a way to solve the 
problem.

Since new threats are always evolving, so are 
the defenses our systems use to fight against 
them. Always allow system automatic updates 
to install properly. If you choose to cancel 
these trusted, automatic upgrades your 
system may not have the most up to date 
security measures activated.

Use Smart Passwords
Follow best practices to create better 
passwords. Strong passwords should be at 
least eight characters long and mix upper and 
lowercase letters and numbers. Using 
common names or words is a bad idea, since 
a common hacker technique is to use 
dictionary hacking that attempts common 
word and number combinations. Make up 
new, fake words if you need help 
remembering what your password is. 

Use different passwords and usernames for 
different accounts. Using the same 

passwords and usernames may be easy to 
remember, but if a hacker managed to 
retrieve your password from a less secured 
site, they could then access all of your 
accounts. Also, be proactive in changing your 
passwords regularly (every 90 days is 
recommended) to increase your security.

Defeat Spam
To prevent spam messages and files 
reaching your inbox, be sure to use the spam 
filtration that ’s email client uses. If you do see 
any spam-like messages in your inbox, flag 
them as spam. This will help the spam filter 
improve its monitoring and make it harder to 
get through.

Set Security to High
Web browsers are a point of major weakness 
for security defense. Malicious programs will 
try to get your computer to download malware 
without you even knowing it by exposing 
weaknesses in your browser. Improve your 
defenses by making sure the security settings 
for your browser are set to “high.”

Download with Caution
If you need to download programs or files, 
proceed carefully. By specifically giving 
permission for a file to download, the firewall 
and anti-virus program may not be able to 
protect against them. Make sure the files are 
from a protected source and use common 
sense. Even if an email comes from someone 
you know, but doesn’t seem like something 
they would send, their account may have 
been compromised, resulting in spam being 
sent to their contacts.

This is a sample document provided by TPG Insurance Services
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Ninety percent 
of viruses enter 
computers as 
an email 
attachment. 
Always scan 
attachments for 
viruses before 
downloading, 
even if you 
know the 
sender.


