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HEALTH CARE INDUSTRY A POPULAR 
TARGET FOR CYBER CRIMINALS

According to a recent report by law firm BakerHostetler, the health 
care industry suffered more cyber security breaches than any other 
industry in 2018, accounting for 25% of reported incidents. These 
attacks can be incredibly costly for health care organizations, 
particularly when they involve sensitive health records.

In fact, the U.S. Department of Health and Human Services handed out 
a record $28 million in HIPAA penalties in 2018. Moreover, health 
firms lose nearly 7% of their customers following a data breach—the 
highest of any industry.

Experts believe the volume and cost of these attacks will continue to 
rise as the industry’s security measures have lagged behind. According 
to an article from Business Insider, privacy and security was the third 
priority of health care firms in 2018, dropping from the top spot in 
2017. What’s more, firms have noted cyber security solutions are 
underfunded, largely due to competing priorities, the increasing 
sophistication of attacks and the high cost of countermeasures.

To reduce your facility’s cyber risks, you should develop a 
comprehensive risk management plan. Risk management solutions 
utilize industry standards and best practices to assess hazards from 
unauthorized access, use, disclosure, disruption, modification or 
destruction of your facility’s information systems. 

You should also examine the controls in place at your facility to ensure 
they are sufficient for regulatory requirements. Executing this process 
helps your organization remain in compliance and demonstrates 
diligence and a commitment to compliance in the case of an audit.  

Cyber security is a serious concern for all health care facilities. Contact 
TPG Insurance Services to learn about our risk management resources 
and insurance solutions, such as internet and media liability, security 
and privacy liability, and identity theft insurance today.
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